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3amuTe HHGOPMAIUU OT BO3/eHCTBHS BPeJOHOCHOI0 KOJa MpPH

HCIO0Ab30BaHuH 3J1eKTPoHHbIX cepBucoB AO «CEPBUC-PEECTP»
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1. OO01ue moJI0KeHus

1.1.  Hacrosmme Pexomenmanmuu 1o oOecreueHnto WHOOPMAITMOHHON
0e30macHOCTH, 3aluTe MHPOPMALMK OT BO3ACHCTBUS BPEAOHOCHOTO KOJAA IPHU
ucrnois3oBaHun AeKTpoHHbIX cepBucoB AO «CEPBUC-PEECTP» B wnensx
POTHUBOICHCTBUS HE3aKOHHBIM (PMHAHCOBBIM Oonepalusam (fnanee — Pekomenpanun)
pazpaboransl AO «CEPBUC-PEECTP» (nanee — OO1iecTBO) B IHENSIX 3aIUThI
¢buHaHCcOBOM ¥ WHOW wWHPOPMAIMK OT BO3ACHCTBUS BPEIOHOCHBIX KOJOB
(mporpaMM), OT HECAHKIIMOHUPOBAHHOIO JOCTYIA ITyTEM MCIOJb30BaHUS JIOKHBIX
(panmbcudumpoBaHHBIX) pecypcoB ceTu «VHTEpHeT», 3alUThl OT Pa3TUIHBIX
BHUJIOB MOIIIEHHUYECTBA, a TaKXKe B MEJISIX HIPOTUBOACUCTBUS HE3aKOHHBIM
(uHaHCOBBIM omepanusM. PekoMeHJauuu pa3paboTaHbl ¢ Y4eTOM TpeOOBaHUM
«ITonoxxeHuss 006 yCTaHOBIICHUM OOS3aTENBHBIX MJII HEKPEAUTHBIX (PMHAHCOBBIX
opraHuzanuii TpeboBaHMIl K oOOecleyeHuto 3aluThl WHGOpPMAIMU  NpU
OCYLIECTBJICHUU JAEATENbHOCTU B cdepe (UHAHCOBBIX PBIHKOB B  IEIAX
MPOTUBOJCHCTBUS  OCYIIECTBICHUIO HE3aKOHHBIX (DUHAHCOBBIX  OMEPAIIHID,
yTBepxkaeHHbIX bankom Poccun 20.04.2021 Ne 757-11.

1.2. 3amauamu Pexomenpanuii sBISIOTCA JoBeleHue 10 KiieHTOB
O6miecTBa creayroiiei nHGOpMaIu:

1.2.1. 0 BO3MOXHBIX PUCKAX MOJYYEHUSI HECAHKIIMOHUPOBAHHOTO JOCTyMa K
3amuiaeMoi nHopmauu, B TOM YHUCJIE C LETbI0 OCYIIECTBICHUS
(UHAHCOBBIX oOllepanui, JIuIlaMd, HE OOJaAIOUIUMU MPAaBOM HUX
OCYLLECTBIICHUS;

1.2.2. 0 Mepax Mo MNpeAOTBpAIICHUIO HECAHKIIMOHMPOBAHHOTO JIOCTyIA K
3amuinaeMo uHQopMalMu, B TOM 4YHUCIE MpuU yTpare (morepe,
xunieHnn) KiameHToM ycTpoilcTBa, C HUCIHOIB30BAaHUEM KOTOPOrO0 UM
COBEpILIATUCh JCUCTBUS B IEJNSIX OCYLIECTBICHUS (UHAHCOBOM
omnepaluu, KOHTPOJII0 KOH(UTypaluu yCTPOMCTBA, C MCIOJIb30BAHUEM

KOTOpPOro Knuentom COBCPIIAIOTCA I[GflCTBPISI B ICIAAX OCYIICCTBJIICHUA
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GbUHAHCOBOW  omepanuu, W  CBOCBPEMEHHOMY  OOHApYXEHHUIO
BO3JIEHCTBHUS BPEJOHOCHOIO KOJia (IpOorpaMMbl).

1.3. Pexomenmanmm poBoasatrcd a0 cBenenusa KimentoB OOmiecTsa

NoCpeACTBOM yBenomiieHUus: KiiMeHTOB B mopsike, OPEAYCMOTPEHHOM st

YBEJIOMJICHUH COOTBETCTBYIOIIIUM JOTOBOPOM OO0 OKa3aHUW YCIyr Ha pPbIHKE

[EHHBIX OyMar u (Wiam) myTem pazMenneHus: Pexkomennanuii Ha caiite OO0miecTsa.
2. OcHoBHBIE onpee/ieHNs] M UCIO0JIb3yeMble COKPALIeHUS

AHTHBHpPYCHAasi m@porpaMma (aHTHBHPYC, CPeICTBO AHTHBHUPYCHOM
3aIUTBI, CPeaCTBO  OOHAPYKEHHSI  BPEJOHOCHBIX  MNpPOrpamMm)  —
CHelHalu3upOBaHHasl Mporpamma i OOHApy>KEHHS KOMITBIOTEPHBIX BHPYCOB,
a TakKe HeXelaTelbHbIX (CUMTAIOIIMUXCA  BPEJOHOCHBIMU)  IpOrpamw,
BOCCTAHOBJICHHSI 3apa)XKCHHBIX (MOAU(UIIMPOBAHHBIX) TaKHUMH MPOrpaMMaMu
dbaiinoB u npodusakTUKK (IpeAoTBpaIleHuUs) 3apaxeHus (Moaudukanuu) ¢anaoB
WM ONIEpallMOHHON CUCTEMBI ycTpoiicTBa KiueHnTta BpeJOHOCHBIM KOJIOM.

Bpenonocublii kox (BpedoHOCHasi mnporpamma, BpeaoHocHoe IIO,
KOMIIBIOTEPHbIA BHpYC) - J000H MporpaMMHBIM  KOA  (MpOrpaMMHOE
o0OecrieueHne), MPUBOAAIIMN K HAPYIIEHUIO IITATHOTO (PYHKIIMOHUPOBAHUS
CPEACTBAa  BBIUMCIMTEIBHOM  TEXHUKH; TMpPEJHA3HAYEH I MOJy4YeHUs
HECAaHKIIMOHUPOBAHHOTO JOCTyNla K BBIYUCIHUTEIBHBIM pecypcaM YCTpOMCTBa
Knuenta wnu k wuHPOpManuu, XpaHMMOW Ha ycTpoictBe KimeHTa c 11enbio
HECAaHKIIMOHUPOBAHHOTO UCIIOJIb30BaHUSI pecypcoB ycTpoiictBa Kimenrta wnum
OpUYUHEHUs Bpeda (HaHeceHus yiiepOa) Biaaenblly HWHGOpPMaLUUW, W/ WIN
BIaAeNbly ycTpoiicTBa KilMmeHTa myTeM BHEAPEHHS B aBTOMATH3UPOBAHHBIC
CUCTEMBI, MPOrpaMMHOE OOECIEeUYEeHHE, CPEACTBA BBIUYMCIUTEIBHON TEXHHKH,
TEJIEKOMMYHUKALMOHHOE 000pynoBanue KineHToB - moiap30BaTeNnel 3IeKTPOHHBIX
cepBucoB OO11ecTBa, U MPUBOIUT K YHUUYTOKEHHUIO, CO3JAaHUIO, KOMUPOBAHMIO,

OJlokupoBaHuto, MoAuduUKauu U (WIK) T[epenade 3aluiaeMod M HHOU
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uHpOpMaInH, a TAKXKe K CO3TAHHUIO YCIOBHM 711 TAKOTO YHUUYTOXKEHUS, CO3/IaHuUA,
KOMMPOBaHUs, OJIOKUPOBaHUS, MOAUPUKAINU U (WIH) TIepeaayH.

3ammmaemasi uHpopmanusa — uHdopmalus, coepKamasics B JOKyMEHTaXx,
COCTaBJISIEMBIX MPU OCYIICCTBICHUH (DMHAHCOBBIX OTIEPAIMI B DJIEKTPOHHOM BHJIC
corpynnukamu OOmiectBa u  (wim) Kimentamu OOmiectBa; uHbOpManus,
HeoOxonumas OOmiecTBYy Juisi  aBTOpu3aluu  cBoux KiMeHTOB B Hesx
OCYIIECTBICHUSI (PUHAHCOBBIX OMEpaluii W yJIOCTOBepeHusl mpaBa KimeHTOB
pacnopspKaTbesl IEHHBIMU OyMaraMu, MHBECTUIIMOHHBIMU CPEJICTBAMU, UM MHBIM
UMYIIECTBOM; MHpopMauu o0 ocymiecTBieHHbIX OOmecTBoM u ero Knuenramu
(bMHAHCOBBIX OIepalusix; KI4eBas UHPOpMALUS CPEICTB KpUNTOrpadudecKoin
3amuTel MHGoOpMaluu, wucnonbdyemas OOmectBoM u ero Kmmenrtamu mpu
OCYIIECTBIICHUN (PMHAHCOBBIX OIepaiuil (B MpeayCMOTPEHHBIX IOTOBOpaMH Ha
OKa3aHHe YCJIYT Ha PbIHKE LIEHHBIX OyMar cirydasx).

Heyno/jiHoMo4YeHHbI€ JIMIA — JINIIA, HEe 00JIaaloNIie IPaBOM OCYIIECTBICHUS
(bMHAHCOBBIX OMIEPAIIHIA.

HecaHKIIHOHMPOBAHHBII 10CTYN K HH(POPMALMHU — TOCTYI K HHPOPMAIIHH,
HapyIIAOMUNA TpaBuiIa pa3TpaHUYEHHUs JIOCTyIMa C HCIOJb30BAHMEM INTATHBIX
CPENCTB!, IPENOCTABIAEMBIX CpPEICTBAMH BBLIYMCIUTEILHON TEXHUKH HIIHU
aBTOMATU3UPOBAHHBIMHU CHCTEMaMHU.

IMoab3oBarear (KiaumeHT) — oOnajgatens 3ammuiiaeMod HWHPOpPMAIIUU,
UCIIOJIb3yeMOW JiJisl MPOBEJCHUSI (PUHAHCOBBIX OMNEpALMl B paMKaX HMCHOJHEHUS
3aKIII0ouYeHHBIX Mexay OOmiecTBoM U KireHTOM 10TOBOpOB Ha OOCITyKMBaHHE Ha
PBIHKE IIEHHBIX OyMmar.

Caiir OOuiectBa — oduuanbHblii cadT Ob6mectBa B cetu «MHTepHeTY,

pa3MenieHHbIN 1o aapecy https://servis-reestr.ru

1 HOZ[ ITaTHBIMU CPEACTBAMU TOHUMACTCS COBOKYITHOCTb MPOIrpaMMHOT'0, MUKPOIIPOTrPAMMHOI'O U TEXHUYECKOT'O
obecreueHus CpCACTB BBIYHCIIUTEILHON TEXHUKYU WU ABTOMATU3UPOBAHHBIX CUCTEM
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ChemHbIli  HOcUTeNb HMHGOPMAUMHM —  HOCHTENb  HH(pOpPMAIUH,
NpeAHAa3HAYEHHBIN IS €€ aBTOHOMHOI'O XPAHEHHsS W HE3aBUCUMOIO OT MeECTa
3anucu ucrnoas3oBanus (CD/DVD, USB-, flash-nakonurens u 1.1.).

JJIeKTPOHHbIE  cepBUCHl OOmecrBa —  CEPBUCHI, Pa3MEUICHHbBIC
UH(OPMAIMOHHO-TEJIEKOMMYHUKAIMOHHON ceTu «HTepHer» Ha oduimaibHOM
caiite OOmectBa, npenocrapisomue Kanenram OOmecTBa ycnyru A
poBeieHNs] (PUHAHCOBBIX OTNEPAIM B paMKaX WCIIOJTHEHHS 3aKIIOUYEHHBIX MEXKIY
O6mectBoM u KnueHToMm 0roBOpoB Ha 00CITyKMBaHUE Ha PHIHKE IIEHHBIX Oymar
(TMYHBIA KAaOWMHET aKIWOHEpa, JUYHBIA KaOWHET SMUTEHTAa, JIMYHBIA KaOWHET
WHBECTOPA U T.[I.).

YcrpoiictBo KimeHTa — yCTpONCTBO, € HCHOJIB30BAaHUEM KOTOPOTO
Knuentom coBepmiatoTcss JEHCTBUS B IEISX  OCYIIECTBICHUS (DUHAHCOBOU
onepauuu. K TakuM ycTpoHCTBaM OTHOCSTCS CTallMOHApHbIE (HACTOJBHBIC)
MepPCOHAIbHBIE KOMIBIOTEPHI, PA3JIMUYHOTO pPOJia MOPTATUBHBIE (MOOWIHHBIC)
KOMITBIOTEPHI (HOYTOYKH), a Takke MOOWIbHBbIE TenepoHbl, CMApPTPOHBI U T.I.
(manee — MOOMIIBHOE YCTPOMCTBO).

NHble  TEepMUHBI, CHEUUAIBHO  HE  ONPEJCIICHHBbIE  HACTOSIIUMU
PexoMeHanmsiMu, HMCHOJIB3YIOTCSI B 3HAYEHUSAX, YCTAHOBIICHHBIX 3aKOHAMHU H

VHBIMU HOPMAaTUBHBIMU IIPaBOBBIMU akTamu Poccuiickon denepanuu.

3. Puckn  mosydyeHMss ~ HECAHKIMOHHMPOBAHHOIO  JOCTyma K
yerpoiictBaM KiineHTa, a TakiKe HeJIM U 324244 3a10UTHI yecTpoiicTB Kiinenros

0T HCCAHKIIMOHUPOBAHHOI'O 10CTYyIIA

3.1.  3amauu 3amMTHI 3aUIIaeMON HHPOPMAIIMK CBOISITCS K MUHUMU3AITUU
ymepba M OPEelOTBPALICHUI0  KAaKUX-TMOO  BO3JEHCTBUHA CO  CTOPOHBI
HEYIOJIHOMOYEHHBIX JIUII.

3.2.  3amura yctpoilcTB KiueHTOB — moJib30BaTeNed AICKTPOHHBIX
cepBucoB OOmIECTBa OT HECAHKUMOHUPOBAHHOTO JOCTYIA OCYIIECTBIISIETCS C
LEJIbI0 UCKITIOUeHUS! (MUHUMU3AINT) BO3MOKHOCTHU:

5



107045, r.Mocksa, yn.Cperenka, 1.12;

‘ AKIIOHEPHOE ODIIECTBO Ten/thaxc: (495) 783-01-62
/2 «Cepeuc _ Peecmp» E-mail: sekr@servis-reestr.ru; http:/ www.servis-reestr.ru

OI'PH 1028601354055, MHH 8605006147, KIIII 770801001

C Bamu ¢ 1994 roga

3.2.1. mosiBIEeHUs B YCTPOMCTBAX, C MOMOIIBI KOTOPBIX OCYILECTBIACTCS
JOCTYM K 3JEKTPOHHBIM cepBrcaM OOI1ecTBa, BPeIOHOCHBIX MPOrpaMm
W [porpamMM, HaNpaBJIE€HHbIX Ha paspyllieHue, OJOKHpPOBaHUE,
HapylIeHne pabdoTOCTOCOOHOCTH WM MOJU(PUKALUIO MPOTPaMMHOTO
o0OecnieyeHHs JIEKTPOHHBIX cepBUcoB OOIiecTBa, OO Ha mepexsar
uH(pOpMaIK, B TOM YUCJIE MAPOJIEH CEKPETHBIX KIHOYEH;

3.2.2. BHECEHUSI HECAHKIMOHUPOBAHHBIX HM3MEHEHUW B TEXHUYECKUE H
IPOrpaMMHBIE CPEJICTBA JIEKTPOHHBIX cepBUCOB OOIIECTBa, a TAKXKE B
UX COCTaB;

3.2.3. BHECEHUSI HECAHKUIMOHHUPOBAHHBIX H3MEHEHUH B JIJIEKTPOHHBIC
JOKYMEHTBl WJIM DSJIEKTPOHHBIE COOOIICHMS, LUPKYJIUPYIOLUIUE MpU
B3aumoiericTBuM Kinenra ¢ anekTpoHHbsIMU cepBrcamMu OOmiecTBa.

3.3. K OCHOBHBIM pHCKaM IOJy4E€HMs] HECAaHKIIMOHUPOBAHHOI'O JOCTyNa K
3aluuaeMol MHGOpMalMu HEYNOJIHOMOYEHHBIMU JIMLIAMH, B TOM 4YHUCJIE C
MCII0JIb30BAHUEM BPEJOHOCHBIX IIPOTPaMM, OTHOCATCS:

PHUCK COBEpLIEHUsI (UHAHCOBBIX onepaluii ¢ akTuBaMu KineHToB, B TOM yucie
nyTeM (QOpMHpPOBAaHUS U OTHOPaBKU OT UMeHH KiumeHTa pacnopsokeHus Ha
OCYyIIECTBJICHUE (PUHAHCOBOM OIlepaliy, BKJIIOYas OTIPAaBKY COOOIIEHHUH Ha
«KOpOTKHME HOMEpa», a Takke IyTeM IepexBara COOOIIeHHH C KoJgamu
HNOJTBEPXKICHUS, MNPUXOASIIIMMU Ha MOOWJIBHOE YCTPOWCTBO B  HEISIX
HOJTBEPKAEHUS OllEpalMy WK JOCTyNa K 3alUIaeMoi nHpopmanuy;

PUCK COBEPIICHHUS HWHBIX IOPUIMYECKA 3HAYUMBIX JCHCTBUM, BKIIIOYAs:
NOJKJIFOYEHHUE U OTKIIIOYEHHUE YCIIYT (B TOM YHCJIE TUIATHBIX ), BHECEHHE U3MEHEHUN
B pErucTpalMoHHbIe AJaHHble KineHTa, ucroib30BaHUE CYETOB M HAXOALIUXCS Ha
HUX AaKTHUBOB Ui MPUKPBITUS HHBIX JEUCTBUH, HOCSIIMX MPOTHUBONPABHBIN
XapakTep, COBEPILIEHUS UHBIX JIeicTBUM Oe3 cornacus Kimnenra;

PUCK TMOBPEXACHHUS MpPOrpaMMHOro obecrnedeHus KiueHTta, a Takke pHUCK

UCKKEHUS, I3BMEHEHHUSI, yHUUTOXXCHUS WiTu mudpoBanus nHGopMamuu 00 akTHBax
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(ueHHBIX OyMarax, MHBECTHLMSX U MHOM UMYILIECTBE) U (DUHAHCOBBIX OINEpaLUAX
Kaunenros u O01iecTBa;

PUCK pa3riameHus nHGopMauu KOHPUACHIMAIBHOTO XapaKTepa: CBEICHUM
00 omepauusax, aKTUBax, COCTOSIHUSI CUETOB, IOJKJIIOYEHHBIX YCIyrax, HHOU
3HaYUMON MH(OPMALIUY U IEPCOHANIBHBIX AaHHbIX KiueHnTa.

3.4.  HecaHKIIMOHUPOBAHHBIN JOCTYII K 3alIUIIaeMONA MH(OOPMALIMN MOKET
OBITh peaJin30BaH HEYIIOJIHOMOYEHHBIM JINLIOM (3JI0YMBILIJIEHHUKOM) IIOCPEICTBOM
KaK HENOCPEJACTBEHHOTI O, TaK U yIAJIEHHOI'0 J0CTyNa K ycTpoicTBy Kiuenra.

3.5. Ynpanensslii 1oCTyn K ycTporcTBY KilneHTa peanusyercs B pe3ysibTaTe
B3JIOMA 3aIUATHl YCTPOMCTBA WM MOJYYEHHs NaHHBIX JUJIS IIPOBEACHMS Olepalnu
W/UMM  JIocTyna K 3amuinaemMorl uHdopManuu (KOAael AocTyma, Koasl SMS-
NOATBEPKIACHUS U T.O.) C NOMOIIBIO METOJIOB COLMAIbHON WHXEHEPHH, T.€.
METOJIOB JIOCTyIAa K 3allUIaeMOil MH(OpMAaIi, OCHOBAHHBIX HAa OCOOEHHOCTSIX
ncuxosioruu roaen («dummnary, « TpossHCKuM KOHbY, «JlopokHOe 107J0K0» U T.1.),
a TaK>Ke BCJIEJICTBUE 3apaKeHUsl ycTporicTBa KimeHTa BpeIOHOCHON IPOrpaMMOH.

3.6.  Jlyid 3a1uThl OT HEMOCPEICTBEHHOTO HECAHIIMOHUPOBAHHOTO JOCTYyIa
K YCTPOMCTBY PEKOMEHAYETCS: UCKIIOUUTh BO3MOKHOCTh (PU3UUECKOr0 JOCTYIA K
HEMY HEYIOJHOMOYEHHBIX JIUL, BKIIOYUTH OJIOKUPOBKY SKpaHa Ha yCTPOWCTBE U
OTKJIIOYUTH MOKa3 JIOOBIX MapoJiei pU BBOJE.

3.7. OntumManbHbIM CIOCOOOM  3alIUTBl  OT METOJOB  COIMAJIbHOM
UH)XCHEPUU  SIBJIIETCS  CBOEBPEMEHHOE  BBIABICHUE  (pacno3HaBaHUE) U
IPOTUBOJEHCTBHE CIOCOOAM ATUX 3JIOYMBINUIEHHBIX JeWCTBHI. (OCHOBHBIMU
crnocobaMM TOJY4YEHUS HECAHKIMOHUPOBAHHOTO JOCTyNa K 3alldlaeMou
uH(popMaIuu (METOIbl, TEXHUKHU COLUATBHON UHKEHEPUU) SIBISIOTCA:

3.7.1. «®UmUHTr» — METOJ NOJYYEHHs HECAaHKIIMOHUPOBAHHOIO JOCTyINa
IIyTEM HUCIOJIb30BaHUSA JIOKHBIX pecypcoB cetu «MuTeprer». OnuH u3
CaMbIX pacCIpPOCTPAHEHHBIX CHOCO0OB «DUIIMHIa» 3aKIOYaeTCs B
OTIIPaBKE JJIEKTPOHHBIX IHCEM JMIAMH, KOTOpbI€ BBIIAIOT ceOs 3a
npenacrasuteseid OOmecTBa MO0 3MHUTEHTA, AKIMOHEPOM KOTOPOTO

7
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apisiercst Kinuent. Kak npaBuiio, B 371€KTPOHHBIX MUCbMAaX OT TaAKUX JIULL
COJICP)KUTCSl CChUIKA Ha HEOE30MacHyI0 CTpaHHUIly caldTa B CETH
«HTEepHeT», HA KOTOPOW MpEeAJIaraeTcsi BBECTH CBOM JIMUHBIE JAHHBIE.
KimeHT npu 3TOM mpenrnonaraer, YTo BBOJ JAHHBIX O€30maceH, HO Ha
camoM Jiesie nH(popMaLus NOXHUIIAETCS 3J10YMBIIITIEHHUKaMHU.

3.7.2. «<TpOSIHCKMI  KOHb» —  METOJ, NPEANOJIATalOIIMI  pacyer
3JI0YMBIIIJIEHHUKA Ha JIFOOOMIBITCTBO, ATYHOCTD, CTPAX U APYTUE SMOIUH
Kinenra. B atux nensax KinueHTy oTnpasiseTcs o 3JIeKTPOHHOM mouTe
MUCHMO, BO BIOKEHHH KOTOPOT'O HAXOIUTCS «OOHOBIICHUE)» aHTHUBHUPYCA,
KJIFOUY K JIEHEKHOMY BBIMTPBIILY, KOMIIPOMAaT Ha COTPYIHMKA U T.II.; HA
caMoOM JieJie B [TIMCbME HAXOAMUTCS BPEIOHOCHAS POrpaMma.

3.7.3. «/lopoxHoe S0I0K0» — METOJI, TPEACTABIISIONINI CO00H amanTamuio
«TPOSIHCKOI'O KOHSD» U COCTOUT B THOJOpPAchIBAHMM I0JIb30BATEIIO
ChEMHOT0 HOCHUTENs UH(GOpPMAIMU, 33apaXEHHOTO BPEJOHOCHOMN
nporpamMmoil. YToObl y MOJIb30BaTeNsl BO3HMK HMHTEPEC K JAHHOMY
CbEMHOMY HOCHUTENII0 HH(OpMaluMU, HAa HEro HAHOCITCS JIOTOTHI
KOMIIAaHWUM WM Kakas-HUOyIb HAANKNCh, HANPUMEp, <JIaHHBIE O
IpoJaxax», «3apiiata COTPYAHUKOB» W T.I.; IIPU 3aIlyCKE CHEMHOTO
HOCHUTENIA HMH(POPMALIMM, 3apa’kK€HHOTO BPEIOHOCHOW MpOrpamMMmoi,
BpPEIOHOCHAs ITporpaMma yCTaHaBJIMBAETCS Ha ycTpoilcTBo Kinenra.

3.74.KBu mpo kBo (yciyra 3a yciayry) — MeETOH, IpelaIoJiararoini
oOparnieHue 3J10yMbIIUIEHHUKAa K KIIMEeHTy MO 31€KTPOHHOW MOYTe WU
KOPIIOPAaTUBHOMY TeNe(OoHY. 3I0YyMBIIUIEHHUK MOXET MpeJCTaBUTHCS,
HaIpuUMep, COTPYTHUKOM TEXHUYECKOUN MOAIEPKKU U UH(POPMUPOBATH O
BO3HMKHOBEHUW TEXHHUYECKHX MpoOieM Ha pabouem mecte. [lanee oH
coo011aeT 0 He0OXOAMMOCTH UX yCTpaHeHus. B mpouecce «pemeHus»
Takol MpoOJEeMbl, 3JO0YMBIIUIEHHUK TOJTAJIKUBAET JKEPTBY Ha

COBCPHICHHUC I[GﬁCTBHﬁ, MMO3BOJIAIOIMINX ATAKYIOIICMY  BBIIIOJIHHUTDH
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ompezeneHHbIe KOMaHbl UM YCTAaHOBUTHh HEOOXOUMOE MPOrPaMMHOE
obecrieueHnre Ha ycTpoiicTBe KimnenTa, SBISIOMUMCS KEPTBOA.

3.7.5. «O0OpaTHasi couuangbHas HHXXEHEpUS» — METOJ|, HaIlpaBJICHHbIA Ha
CO3JaHUE TAaKOM CUTyaluu, npu kotopoid KimeHT (xepTBa) BBIHYKIEH
OyzeT caM oOpaTHUTCs K 3JI0YMBIIIUICHHHUKY 33 «IOMOIIbIo». Hampumep,
3JI0YMBIIIUIEHHUK MOKET BBICJIATh MUCHMO C TeJle(pOHaMU U KOHTaKTaMu
«CITy>KOBI MOAJIEPKKI» U Yepe3 HEKOTOpOe BpeMs co3JaTh 00paTHMble
HEMoJIaJIKK Ha Y CTpoicTBe KiueHTa (3kepTBbl). KIMeHT B TakoM cityyae
MO3BOHUT WJIHM CBSDKETCS IO 3JIEKTPOHHOM MOYTE € 3JI0YMBIIUICHHUKOM
cam, U B [IPOLIECCE «UCIPABICHUS) MTPOOJIEMBI 3I0YMBIIIJICHHUK CMOXKET
MOJIYYUTh HEOOXOJUMBIE €My JTaHHBIE.

3.8.  3apaxenue yctpoiictBa KiueHTa MOXKET OBITh OCYIIECTBICHO TaKXkKe
yepe3 craM-paccbuiky SMS unmu MMS-cooOiieHus, cooOmeHusl dIeKTPOHHOU
IIOYTBI, MECCEHPKEPOB, COJEPHKAIIMX CCHUIKM Ha BHEIIHWUE PECYpPCHI, WU IpHU
IIepexo/ie IO CChUIKaM Ha pecypcehl cetu «MuTepner». Ilpu nepexone no ccpuikam
BpPEIIOHOCHAS MIPOTpaMMa yCTaHABIIMBAETCSA Ha yCTpoucTBO KineHra.

3.9.  HauOosplmii pUCK TaKUX ONEpaLil CBSA3aH C TEM, UTO B pAJIE CIIydacB
BpEJOHOCHAsl mporpamMma ckpbeiBaeT oT Knmenrta mpuxopsuime ot OOmiecTBa
yBegomiieHus. KiueHT, He 3Hast 0 HECAaHKIIMOHUPOBAHHOM ONepaliiy U/Uiu JOCTYyIIe
K 3ammuiaeMoi  wHGOpManMM, HE MOXeT HampaBuTh B OOIIeCTBO

COOTBCTCTBYIOIIHUEC BO3PAKCHUA U IIPCOAOTBPATUTDH HCC&HKHHOHHpOBaHHLIﬁ HOCTYII.

4. Mepsbl 10 NpeIoTBPALICHUI0 HECAHKIUOHMPOBAHHOIO AOCTYNA K
3amuiaeMoii uHGgopMauuu, B TOM 4HcCJIe NpH yTparte (morepe, XMIIEHHH)
yerpoiictBa  KulmeHTa, KOHTPOJIK  KOHQUIypauMH  YCTpPOiicTBa, H

CBOEBPEMEHHOMY O0OHAPYKEHHUI0 BO3/1€iiCTBHSI BPEIOHOCHOI MPOrpaMMBbl

4.1.  Mepsl 0 06eCIEYEHUIO 3AIIUTHI OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA
HEYIOJHOMOYEHHBIX JIMI[ K YCTpOWMCTBY KilME€HTa, C KOTOPOro OCYIIECTBIISIETCA
JIOCTYTI K 3JIEKTPOHHBIM cepBucaM OO1iecTBa:

9
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4.1.1. Ilpu ocymiecTBICHHH AOCTYyMa K 3JIEKTPOHHBIM cepBucaMm OOmiecTBa
HEOOXOJMMO YIOCTOBEPUTHCA B IMPABWJIBHOCTH YKa3aHHOTO ajpeca B
aZpecHoM cTpoke web-0Opay3epa (UCKIIOUUTh BBIXOJl HA CAMThI, BHEIITHE
MaCKUPYIOIIMECS TOJ 3JIEKTPOHHBIE cepBHCHl (OImecTBa), a TaKxke
YAOCTOBEPUTHCS B HAJIMYUM 3HAYKA 3alIUIIEHHOTO COCAMHEHUS
(M300pakeHUE 3aMKa PsAJIOM C aJIpecHOM CTpOoKoil web-Opay3epa).

4.1.2. YcrpoiictBo KineHra - ropuanueckoro Juia, mpeacTaBisionee cooon
NEPCOHANBHBIN KOMIBIOTEP, JOHKHO pacrnojiaraThCsi B IMOMEIICHUH,
VCKJIFOYAIOIIEM HECAaHKIIMOHUPOBAHHBIM JIOCTYyIl K yCTpouctBy. Ilpm
BXOJI€ B IIOMELIEHUE, B KOTOPOM BXOJ B 3JIEKTPOHHBIE CEPBUCHI
OO1iecTBa OCYIIECTBIIAECTCS B IMPOLIECCE BBIMOJHEHUS COTPYIHUKAMHU
Knuenra TpynoBbix ¢QyHKIHI B oduce, AODKHO OBITh YCTaHOBICHO
CPENICTBO PErUCTPALIMH U KOHTPOJIS TOCTYIIA B BUJIE SJIEKTPOHHOIO 3aMKa
U BHJI€O-(UKCAIIMM; HAXOXKJIECHUE MOCETUTENEH B MOMEIIEHUN JTOJKHO
OCYLIECTBIATHCS TOJIBKO B pucyTcTBUU KitneHra.

4.1.3. Ha ycTpoicTBE, C KOTOPOTO OCYIIECTBIsIETCS padoTa C JIIEKTPOHHBIMU
ceppucamu OO1IecTBa, MOMKEH OBITh HACTPOEH Oe30macHBI BXOJ B
cucteMy ¥ OJJOKMPOBKA ceaHca Ipu 0e3/ieiicTBUM He Oosiee 15 MUHYT.

4.1.4. Kareropuuecku HE PEKOMEHAYETCS IOJb30BaThCA JIIEKTPOHHBIMHU
ceppucamu OOmiecTBa B MecTax € IMyOJUYHBIM JIOCTYIIOM B CEThb
«HTepHeT» H3-3a OTCYTCTBHS JOJDKHOW CHUCTEMBbI O€30MacHOCTH B
yKa3aHHbBIX 3aBEICHUSIX.

4.1.5. MobunbHoe ycTpoiictBo KimeHTa HE JOKHO OCTaBJISAThCA 0e€3
OPUCMOTPA, YTOOBl HCKIIOYUTh HECAHKUMOHUPOBAHHBIA BXOJA B
3JIEKTPOHHBIE cepBUCcHl OOIIeCTRA.

4.2.  Mepsl o obecnieyeHHo 3aluThl ycTpoicTB KirenTa ot Bo3aeicTBus

BPEIOHOCHBIX ITPOTPAMM:

10
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4.2.1. He pexomeHmyeTcss MEPEXOMUTh TO CChUIKAM W/WIW yCTaHABIWUBAThH
PUIIOKEHUS/OOHOBIICHU S 0e30macHOCTH, NpUIIEAINE o
SMS/snexTpoHHOl TTouTe, B TOM unciie oT uMeHu OO1ecTsa.

4.2.2. Ha ycTpoiCTBO, B TOM YHUCJIE€ MOOUIBHOE, JOJKHO YCTaHABIUBATHCS
TOJIBKO JIMIIEH3UOHHOE IMporpammHoe obOecneuenue (maiee — I[10).
VYcranoBka 11O, Moay4yeHHOrO W3 COMHUTEIBHBIX U HEJOBEPEHHBIX
VCTOYHHKOB 3allpelicHa.

4.2.3. Ha ycTpoiicTBO, B TOM YHKCJI€ MOOWIIBHOE, JOJIKHO OBITh YCTAHOBJIEHO
JULEH3UOHHOE CPEACTBO AHTHUBUPYCHOM 3alllMTBl CO CBOEBPEMEHHO
OOHOBIISIEMBIMU AHTUBUPYCHBIMH 0a3aMu JaHHBIX U TPOBEPKOM IO
pacnucaHuio BceX OOBEKTOB cucTeMbl. Paborta antuBupychoro I10
JOJDKHA  OCYIIECTBIIATBCS ~ aBTOMAaTHYECKOM  pexxkume. IlosHoe
AaHTUBUPYCHOE CKAHMPOBAHHUE YCTPOMCTBA IOJIKHO TPOBOJAMUTHCS HE
pexe OJIHOTO pasa B HeJento. B ciiyyae oOHapykeHHs I0J1I03pUTENbHbIE
daiinbpl T0DKHBI OBITH YIAJEHBI, a TPU HEBO3MOXXHOCTH yAAJICHUS —
3a0n0kupoBanbl. AHTuUBHpycHOoe [IO nomkHO (GYHKUIMOHUPOBATH
noctosiHHO. J[ns  HambOonee 3¢G@dEeKTHUBHONW 3alIMTHI  yCTPOICTBa
PEKOMEHIyeTCsl YCTAaHOBUTH MO YMOJYaHUI0 MAaKCHUMAJbHBIM ypOBEHb
MOJIUTUK O€30MacHOCTH, HE TPeOYIOUUMH OTBETOB MOJb30BaTENsl MPHU
00Hapy>KeHUH BUPYCOB.

4.2.4. YCTpOMCTBO NTOJKHO OBITH 3allIUIIEHO CPEICTBOM CETEBOW 3aIUTHI
(MexceTeBoi dKpaH, OpaHaMaydp, (aipBoi), MpeaHA3HAYCHHBIM IS
IPENOTBPAIICHUS] HECAHKIMOHUPOBAHHOTO WM  HEXKEJIATEIbHOIO
COOOIIEHUS] YCTPOWCTBA C KOMIBIOTEPHBIMHU CETAMH (B TOM YHCIIE C
cetamMu obmero jgoctyna u «UHTepHET»), a Takke C JApPYyruMu
YCTPOMCTBaMH.

4.2.5. Ha ycranoBnenHoe Ha ycrtporctBe [IO OMKHBI CBOEBPEMEHHO
yCTaHaBIMBAThCS OOHOBJIEHUSI OE30MMACHOCTH ONEPALMOHHON CHCTEMBI,
a TaKxke OOHOBJIEHUS 6e3omacHocTH npukiagHoro [10.

11
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4.2.6. Ha ycrporictBa KiimenTa pekOMEeHIyeTCsl yCTaHABIMBATh TOJBKO OJTHY
OTEpaIMOHHYI0 cucTemMy, U Tosbko To [10, KoTOpoe HEOOXOAUMO IS
paboThl ¢ 2MEeKTpOHHBIMU cepBucamu OOmiecTBa. Ha ycTpoicTBO He
pexkoMmenayercs ycranaBnupath 110, cogepikaiiiee cpesictpa pa3padoTKu
U  OMIAJAKUA TMPUJIOKEHUM, a TakKe CpEeACTBa, IO3BOJIAIOLINE
OCYLIECTBJISATh HECAHKIIMOHUPOBAHHBIN JOCTYIT K CUCTEMHBIM pecypcam
ycTporcTBa. Knmentam (monb30BaTensiM YCTPOMCTB) mpu paboTe ¢
YCTPOMCTBOM HE PEKOMEHJyeTcsl 00JjlajaTh Ha YCTPOWCTBE IpaBaMu
IPUBUIETUPOBAHHOTO M0JI30BATENS (JIOKaIbHOTO/JOMEHHOTO
aaMuHUCTpartopa, root). Hactpoiiky ycrpoiictBa Knuenra (ynpasieHue
OPUBWIIETUSAMH, KBOTaMHU, YCTAaHOBKA IMpaB JOCTyIa IMOJIb30BaTENEeH U
T.Il.) JIOJXKEH BBIMOJHATH CIEIUATUCT, 00JaJaroluid He0O0X0JMMbIMU
HaBBIKAMU 10 aAMUHUCTPUPOBAHUIO KOMIIBIOTEPHON TEXHUKHU U CETH.

4.2.7.Bo BpemMsa paboTbl C DBIEKTpOHHbIMH cepBucamu OOmecTBa
PEKOMEHIyEeTCsl OTKJIIOUUTh BCE HEUCIOIb3yeMbIe CIY>KObI U MPOIIECCH
onepaunoHHON cucrembl Windows, B T.4. CIyXkObl YJaJI€HHOIO
aIMUHUCTPUPOBAHUS U YIOpPaBIEHUS, CIyXkObl 0OIIero mpocryma K
pecypcaM CeTH, OTKIIOYHMTh TOCTEBYIO JIOKAJbHYIO YUYETHYIO 3aIllCh
(«['octb», Guest), a Ha JOKaJbHBIE YUETHBIE 3aIMCU MOJIb30BATENEH
ONEPALlMOHHON CHUCTEMBI — YCTAHOBHUTH I1apOJIH, YJIOBJIETBOPSIOLINE
TpeOOBaHUSIM, YCTAHOBIEHHBIM B 1. 4.3.2. HacTosmux Pexomenganuii.
PekomeHnnyeTcs akTUBHPOBAaTh IOJCHUCTEMY PErHUCTPAallMd COOBITHUI
uHpopmarmonHor 6e3omacHocTu. [logkitoueHne CheMHBIX HOCUTEEH
uH(pOpMaIK, HE YYAaCTBYIOIIUX B pabOTE C ANEKTPOHHBIMU CEpBUCAMU
OO01ecTBa, pEKOMEHIyETCS] OTKJIFOUHTb.

4.2.8. Pexomenayercsa  coOmoAaTb  OCTOPOXHOCTh  NpPHU  MOJYYEHUU
coobuieHnii ¢ Qaitnamu-pinoxeHussMu. Creayer yIensTh BHUMaHUE
pactmpenusiMm  (daitoB.  Dainbl,  3apaKEHHBIE  BPEIOHOCHOU
IPOrpaMMOii, 4aCTO MacCKUPYIOTCS MOJI OObIUHbIE rpaduyecKue, ayiuo,

12
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Buzeo (aitmel unu ¢ainel npunoxkenuin MS Office u PDF, a taxoke
apXMBBI, COJEpIKAIINE BhIlIECNIEpeUnCIIeHHbIe (aiiabl. Pexomenmyercs B
npoBogHuKEe Windows BKIIIOUUTH PEXHUM OTOOpPaKEHHUS paCLIMPEHHI
¢aitnos. He pekoMeHayeTCst OTKPBHIBATH BIOKEHHSI SJIEKTPOHHBIX TTUCEM,
MOJIYYEHHBIX OT HEM3BECTHBIX ajpecaToB. Takue MUChbMa U JIIOObIE
M10JI03pUTENbHBIE COOOIIEHHS] PEKOMEHIYETCSI HEMEUIEHHO YIaNsTh, HE
OTKpBbIBasl.

4.2.9. [lpun mony4yeHUH HU3BEIICHUN O HEIOCTaBKE MOYTOBBIX COOOIIEHUMN
pekoMeHayeTcss oOpanjaTh BHUMAaHUE Ha MPUYMHY W, B Cily4ae
aBTOMAaTHYECKOTO OINOBEIIEHUS O BO3MOXHOM OTIpaBKE BHpYyca,
HEMEIUICHHO MPOBEPATH YCTPOMCTBO AHTUBUPYCHOM NPOrpaMMoON Ha
HAJIMYK€ BPEJOHOCHBIX POTPAMM.

4.2.10. [Ipu wucnonb3oBanuu web-Opay3epa peKOMEHAyeTCs He
NepPEeXOAUTh MO CChUIKAM M HE HAXKMMaTh KHOIKH BO BCIUIBIBAIOIIUX
okHax. [Ipum mnonydyeHuMM CCBUIOK IO DJIEKTPOHHOM II0YTE WIIA B
MECCEH/KEepax, PEKOMEHIYETCsl CKONMUPOBAaTh CCBHUIKY, BCTaBUTh B
aJIPECHYIO0 CTPOKY HCIOJB3yeMOoro web-Opay3epa W yOeauThCs, UYTO
aZpec COOTBETCTBYET HMHTEPECYIOLIEMY 3ampocy. Takke CChUIKY Ha
BPEJAOHOCHOE COJEPKHUMOE MOXKHO IMPOBEPUTh HA COOTBETCTBYIOLIUX
OecIUTIaTHBIX CepBUCAX:

https://www.virustotal.com/gui/home/url

https://opentip.kaspersky.com/

4.2.11. Pexomennyercss wu3berarb CaWTOB, KOTOpPbIE MOTYT HMETh
HE3aKOHHOE€ W/WIM  BpEIOHOCHOe  cojaepkanue. He cuenyer
yCTaHABJINBATh U /W COXPAHATH 0€3 MpeIBapUTEIHLHON aHTHBUPYCHOMN
npoBepku  (haiiipl, TMOJYyYEHHbIE W3 HEHAJAECKHBIX HCTOYHHUKOB:
CKauYaHHBIE C HEM3BECTHBIX Web-CalTOB, MPUCIaHHBIE MO AJIEKTPOHHON
Mo4Te WM T[OJYYECHHbIE W3 HHBIX paHee HEU3BeCTHbIX KiueHty
MCTOYHHUKOB.

13
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4.2.12. PexomeHyeTcs peryinsipHO BBIITOIHATH PE3EPBHOE KOIMPOBAHNE
BaXHOU MHpOpMaIHK, XpaHUMOU Ha ycTporicTtBe Kinenra.
4.3. TpeOoBanusi, mpeabsBisemMble K mapoiasm Kiuenta, B wemsax
oOecrneyeHns 3auThl HHOOPMALINU:
4.3.1.Ha ycrpoiictBe nisi aBTOpPHU3alMU I[0Jb30BATENs JOJKHA OBITh
YCTaHOBJIEHA TapojbHas 3amuTa (Ha MOOMIIBHOM YCTPOMCTBE MOXKET
NPUMEHSThCA  WHAs  3aluTa — T[HH-KOJ, Tpaduueckas uiau
OroMeTpHuIecKas).
4.3.2.1lpu BeIOOpE mapois I1eIecoo0pa3HO COOMIOAATh  CICAYIOIINE
TpeOOBaHMS:
— TMapoJib IOJKEH COAepPKaTh HE MEHEee 8 CUMBOJIOB;
— MapoJib JOJIKEH COAEPKATh KAK MUHUMYM I10 OJJHOMY CUMBOJLY U3
OyKB HWXKHETO M BEpPXHETO0 peructpa, IUGpsl U 3HAKU
npenuHaHUS;
— B KauecTBE MapoJjisi HE JOJKEH HCIOJIb30BAThCS OJUH U TOT e
NOBTOPSAIOIIMICS CUMBOJ, JHOO KOMOWHALMS U3 HECKOJIBKUX
PSAIOM CTOSIIIIUX CUMBOJIOB;
— B KauecTBe MapoJjsi HE CIIeyeT HCIOJIb30BaTh WMMs, (haMUIIHIO,
J€Hb POXIEHUS W JApPyTHe IMaMsITHbIE OaThl, HOMEp TenedoHa,
aBTOMOOWJIS, JAEBUYBIO0 (amMminio MaTepu M JApyTHUe JaHHBIE,
KOTOpbIE MOTYT OBITh TOJA00PAaHbI HEYTOJIHOMOYEHHBIMH JIMLIAMU
NyTeM aHalInu3a UH(pOpMaLMK O MOJIb30BaTENE;
— MapoJIb OT ONEPALMOHHOM CUCTEMBI, a TAKXKE NApOJb 1 BXOJa B
ANIEKTPOHHBIE cepBUChl OOIIecTBa pPEKOMEHAYETCS MEHSTh
Kaxble 45 KaJleHJapHbIX JHEW; HE PEKOMEHIYETCS! CTABUTh OJIMH
U TOT € Mapojib Ha ONEPALUOHHYI0 CHUCTEMY M DJIEKTPOHHBIC

cepBuchl OO01IECTBa;
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— HE PEeKOMEH/IyeTCs 3aIIMChIBATh MapOu HAa OyMaXKHBIX HOCUTEIISAX
WM B TEKCTOBBIX (hailylax Ha paboueM MecTe, OCTaBISATh HX B
JIETKOJOCTYNHBIX MECTaX, MepelaBaTh HEYINOJIHOMOYEHHBIM
JULaM;
— HE PEKOMEHJYEeTCS COXpaHATh Mapoau Ui JOCTyma K
AJIEKTPOHHBIM cepBucam Ob1iecTBa B web-0Opaysepe;
— MapoJyib B 00s3aTEIBHOM MOPSIAKE MOJUICKUT U3MEHEHHIO B TOM
clydae, €Clii OH CTaJl W3BECTEH MOCTOPOHHEMY JIMIy WU Yy
Kimenta ectb MOJO3pEHMs, 4YTO IMApPOJb CTal HU3BECTEH
MIOCTOPOHHEMY JIUILY.
4.4. TpeboBanusi 1o oOecredeHUI0 HMHPOPMAIMOHHON O€30MacHOCTH,
npeabsBiseMble K KIroueBoi nnpopmanuu Kinenra
4.4.1. Insa 3amuthl kmodeBod uHpopmanuu KimeHta oT XuUIIeHHS C
UCII0JIb30BaHUEM BPEIOHOCHBIX porpaMm PEKOMEHAYETCS
UCIIOJIb30BaTh CEPTUPUIIMPOBAHHBIC HOCUTENH KIIFOUEBON UH(pOpMAIUU
(USB-tokensl: «e-Token I'OCT», «Pytoken DIII», «JaCarta TOCT» u
T.IL.).
44.2.Ina [ocTynma K 3aKpbITOMY KJIIOUYy Ha HOCHUTENE KIKOYEBOM
uH(pOpPMAITUU JIOJDKEH OBITh YCTAaHOBJICH IMapOJib, yIOBIETBOPSIONTUI
TpeOOBaHUSIM, YCTAHOBJICHHBIM B 11. 4.3.2. HacTosmux Pexomenganuii.
4.4.3. PexomeHayeTcsl MOJKIIOYATh HOCHTETH KIIOYEBOM WH(pOpMaluu K
ycrpoiicTBy KimeHTa TOJNIBKO B I1ENIX COBEPUICHUS JEHUCTBUU C
3JIEKTPOHHOM MOJMUCHIO U KpUNITOrpaduueckoi 3amuToi napopmanuu.
4.4.4. He pekoMeHayeTCs TIepeaaBaTh HOCUTEIH KIOUYEBON MHOpMaIMK 1
apoju K HUM MMOCTOPOHHUM JIUIAM, OCTABJISITH 0€3 MPUCMOTpA B LIEISAX
NpeAOTBPAIlCHUS HECAHKIIMOHUPOBAHHOTO JIOCTYa U KOMIIPOMETAIUU
kitoueBoi nHdopmaruu Kinuenra.
4.4.5.B cnyuae yTepu (XUIIEHUS) WIM KOMIPOMETAIMA KIOUYEBOMN

uHOpMAITUU  CIIEyeT HEe3aMeIIUTEIbHO YBEJOMHUTH 00 9STOM
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YAOCTOBEPSIOIIMIA  LEHTp, BbimycTUBIIMK KiueHty ceprudukar
YCWICHHOW KBaJM(DHUIIMPOBAHHON DSJIEKTPOHHOW TOMAMKCH, I €ro
CBOEBPEMEHHOT'O OT3bIBA.

4.5. ChenuaibHble PEKOMEHIAIMU IO O0ECTIeUeHUI0 HH(POPMAIIMOHHOMI
0€30MacHOCTU MPHU TOJIb30BAHUM MPUIIOKEHUSIMU Ha MOOWJIBHBIX YCTPOMCTBAX
Kinenra:

4.5.1. Ilaponu (MOCTOSTHHBIE ¥ OJTHOPA30BbIe), MOOMIIBHBIC KOJIBI JIJIST BXOJIa B
MOOWJIbHOE  MPWIOXKEHHWE — OTO JIMYHAsg  KOH(UACHIMAIbHAs
uHpopmaruss Knuenrta, KkoTopass HU NMpU KaKUX OOCTOATENHCTBaX HE
HOJIIEKUT PACKPBITHIO KOMY-JIH00, BKIItOUasi COTpYIHUKOB OO111ecTBa.

4.5.2. Kateropuuecku HE PEKOMEHAYETCA COXPAaHITh KOJ aBTOPU3ALHUHU M
Mapoju Ha MOOWIIBHBIX YCTPOWCTBaX, MpUMEHsIeMbIXx KimeHtamu st
JOCTyIa B 3JEKTPOHHBIE cepBUCH OOIIeCTBa, a TakX e B TEKCTOBBIX
(aiinax ¥ UHBIX ANEKTPOHHBIX HOCUTEINIAX B CBSI3U C PUCKOM MX KPaxkH,
KOMITPOMETAIMH M YTEUKHU 3aIUIaeMO HHPOPMAIIHH.

4.5.3. [Ipu 1100BIX MOAO3PEHUSIX HA KOMIPOMETALUIO KOJa aBTOPHU3ALUU U
napojedl MOCTOPOHHMMH JHIaMud (B T.4Y. HPEICTaBUBIIMMUCS
corpyanukamu OOmectBa), Kimenty cieayer He3aMeUIMTENbHO
obpatuthcst B OOI1IECTBO.

4.5.4. Pexomennyercs CBOEBPEMEHHO  YCTaHaBIMBAaThb  JOCTYIHbBIE
OOHOBJICHUSI ONEPALMOHHON CHUCTEMBbl U TPHIOKEHUH Ha MOOWIIbHOE
YCTPOMCTBO.

4.5.5. Kateropuuecku He PEKOMEHIYETCS  B3JaMblBaTh  MOOWJIBHOE
ycTpoiicTBO (Hampumep, yepes Jailbreaking wnm Rooting — mporece,
KOTOpPBI  MPEJOCTABIISIET IMOJY4YEHHUE TMpaB  CYNepIob30BaTeNs
OMEePALMOHHON CUCTEMBI MOOUIILHOTO YCTPOMUCTBA), T.K. 3TO OTKIIOYAET
3alUTHbIE MEXAHU3MBbI, 3aJ0KEHHBbIE MPOU3BOAUTENIEM MOOUIBLHON
wiatgopMel. B pesynpTaTe Takux IEWCTBUIM MOOWIBHOE YCTPOMCTBO
CTAHOBHTCS YSI3BUMBIM K 3apa)X€HUIO BpeAOoHOCHBIM [10.
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4.5.6. Pexomenayercs YCTaHOBHTH IMApOJIbHYIO 3alllUTy HAa MOOWIBHOE
YCTPONCTBO B COOTBETCTBUH C II. 4.3.1. HacTosmux Pexomenaanmii.
4.5.7. Pexomenayercs 3aBepliaTb padOTy C DSJIEKTPOHHBIMH CEpBUCAMU

OO6miecTBa yepes 3aBEpIICHUE CECCUU.

4.5.8. B ciyuae HeOKuJTaHHOTO TIpeKpaieHust pabotsl SIM-kapTei TenedoHa,
cienyeT He3aMeIJIMTEeNIbHO OOpaTUThCA K CBOEMY OIEpaToOpy COTOBOM
CBSI3U 7151 OJIOKUPOBKM aOOHEHTCKOT0o HOMepa U 3aMeHbl SIM-kapThl, a
Takke B OOIIeCTBO JIs BBISIBJICHHUS BO3MOXKHBIX HECAHKIIMOHUPOBAHHBIX
omnepanmi.

4.5.9. [Ipu yTpare MOOMIBHOTO YCTPOWCTBA, UCIIOIB3YEMOTO ISl pabOThI C
ANEKTPOHHBIMU cepBucamu OOmIecTBa, CcleAyeT He3aMeIIUTEIbHO
0o0paTUTbCA K CBOEMY OIEpaTOpy COTOBOM CBSA3M AJisi OokupoBku SIM-
KapThl, a Takke B O011ecTBO A1 OJOKUPOBKHU JOCTYyNa B AJIEKTPOHHbIE
cepBuchl OOLIECTBA U BBISIBICHUS BO3MOKHBIX HECAHKIIMOHUPOBAHHBIX
oIepaui.

4.5.10. IIpn CMEHE HOMEpa TenepoHa PEKOMEHAYETCS
He3aMeUIUTENbHO oOpatutbes B OOIIECTBO i TEpeperucTpariu
HOMepa TenedoHa B COOTBETCTBUMU C pErVIAMEHTaAMH M IpaBUJIaMH,
yTBEpKJIEeHHbIMU  OOIIeCTBOM Il  TOJIb30BAaHUSL  AIIEKTPOHHBIMU
cepBucamu OO1IecTBa.

4.5.11. PexomeHIyeTcsl peryiasipHO KOHTPOJIMPOBATh COCTOSIHHUE CBOMX
CUETOB M He3aMeIUTEeNbHO coolmiath B OOmectBo mo Ennnomy
MHOTOKaHAJIbLHOMY HOMepy TejedoHa, ykazaHHomMy B 1. 4.6.1.
HacTosiMX  PekoMmeHnmaumid, 000 BcCeX MOJO3PUTENbHBIX  WJIU
HECAHKIIMOHUPOBAHHBIX ONEPALIHSIX.

4.6. JleiictBus Kinuenta mnpu mnonaydeHuu cooOmennii u3z OOmiecTBa
0 HECaHKLMOHUPOBAHHBIX OMEpPALMIX, yTpaTe MOOUIBHOTO YCTPOWCTBA U (MJIN)

KOMITPOMETAIMH KIIFOUEBON MH(OPMAIIUH.
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4.6.1.1lo0 Bcem cayyasM OOHapyXeHHS  TOJO3PUTEIBHBIX  WJIH
HECAaHKIIMOHUPOBAHHBIX OMEpalliid, MHBIX ()aKTOB, YKA3aHHBIX B pa3Jieie
4 PexoMeHJalui, cienyeT He3aMeINTeIbHO 00paTtuThesa B OO1IecTBO
no Homepy Ttenedona: (495) 783-01-62, nub0 IWUYHO SIBUTHCA B
O6mecTBO ¢ LeIbl0  OJOKMpOBaHUS — mapojied u  (WiIn)
CKOMIPOMETUPOBAHHBIX KIIOUEH HIEKTPOHHO-IIU(POBON MOJMUCH C
MOCJICAYIOIIEN UX 3aMEHOM.

4.6.2. Hu npu kakux OOCTOSTENHCTBAX HE PEKOMEHAYETCS OTBEYaTh Ha
MUChMa, SKOOBI OT WMEHH DJJICKTPOHHBIX cepBucoB OOIecTBa,
ObmectBa, ¢ TpeboBaHUAMH (ITPOChOAMU, TPEATIOKECHUSIMHU) 3aUTH Ha
caiiT, He mpuHaMIeKamMU aoMmeHy https://servis-reestr.ru, nepecnarb
KII04YeBYI0  (pasy,  HCIOONB3yeMylo  Jii  MHOTO(paKTOPHOM
ayTeHTU(PUKALKU, TAPOJIU, UCTIOIb3YEMBbIE JIJISl IOCTYTAa K JIEKTPOHHBIM
cepucam Oo6miectBa, CMC cooOuienus, mnpucbiiaeMbie CepBucom
AJIEKTPOHHOM TOJAMKCH, YCTaHOBUTH Kakoe-1ubo [1O Ha ycTpoiicTBO U
T.1. O dakre mogo0HOr0 OOpaleHus CieayeT HEMEJIEHHO COOOIIUTh B
O6mectBo.

4.6.3. B ciydae mocTyIieHHs Ha MOOWIBHBIM Homep Tenedona SMS-
OMOBEIIEHUS WU  DJEKTPOHHOrO  cOoOOlIeHHs 00  omeparuw,
coBepieHHoM 0e3 cornacusa Knuenra (He nnunuupoBanHoi Kiinenrom),
HEMEJIJIEHHO coo0ITuTh 00 3ToM B OOI111€CTBO 110 TeIeOHY, YKa3aHHOMY
B II. 4.6.1. HacTosux PekomeHmamuii, ”HBIM CIIOCOOOM, Hampumep, 1Mo
ajipecy 3JIEKTPOHHOW MOYTHI, OIMyOIMKOBAaHHOMY B pazzeie « KOHTaKThI
U PEKBU3UTH Ha opuuuaibHOM caiiTe OOuiecTBa Jubo JIUYHO SIBUTHCS
B 0001t opuc ObmecTBa.

4.6.4. [Ipu momgo3peHHH Ha KOMIPOMETALMIO KIIOUYEeBOW HHGOpMAIH, B
ClIyyasix KaJpoBbIX MMepecTaHOBOK y KimeHTa — IopUInYecKkoro jJumna B
OTHOUIEHUW JIMIl, WMMEBIIMX JOCTYI K OJJCKTPOHHBIM CepBHCAM
O6mectBa, ycrporictBam Kienrta, B ToM 4uciie MOOMIIbHBIM, U KJITFOYaM
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AJICKTPOHHON TOJIMKCH, TPU TOJO3PECHHUSIX B HECAHKIIMOHUPOBAHHOM
JIOCTyNe, NpH OOHapyXeHHUH BpeaoHocHoro I10 (KOMITbIOTEpHOIO
BUpYyca) HE0OX0IUMO HEMEJIEHHO 00paTuThesa B OO1IECTBO TMOO0 JIMYHO
SBUTBCSA B JI000M m3 oducoB OOmecTBa ¢ MeTbl0 OJIOKUPOBAHUS
napojied W (WIM) CKOMIPOMETHPOBAHHBIX KIIHOUEH DJIEKTPOHHOU

MOJIUCH C TIOCIIEAYIOLIEN X 3aMEHOM.
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